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 Abstract— The software development life cycle includes software testing as a critical step. 

Oracle testing is necessary to determine if a particular test case detects an error because the 

purpose of testing is to ensure that the application adheres to its specifications. This test leads to 

the consumption of time and cost and may lead to errors in which the tester falls. This research 

aims to present a proposed system based on the automation of the Oracle test using intelligent 

techniques. The model was trained using the random forest algorithm and using the 

convolutional neural network. This proposed system is considered one of the box techniques. 

Test blacks that depend on the output of the system being tested. 
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I. INTRODUCTION  
One of the main objectives of testing is to hasten the 

release of the program while ensuring that there are no 

bugs that could cause it to be discovered again and 

undermine the programmer's or developer's confidence in 

the program [15]. 

A software system's capabilities can be assessed to see if 

it can produce the needed results. Software testing is a 

crucial step in ensuring a certain level of software system 

performance and quality. More than half of the 

development time is spent on testing, a crucial component 

of software development [16]. 

Automated Software Testing (AST) It is a type of testing 

where the test case is carried out automatically using 

different automation tools and test scripts. Automated test 

cases are carried out using test scripts and automation 

techniques. Its advantage is that it expedites test execution 

after automated scripts have been generated [17]. 

In this paper, a system will be proposed to automate 

Oracle testing using intelligent techniques. This test aims 

to predict the output of the system being tested and 

compare it with the results of the software under test. The 

random forest algorithm and the convolutional neural 

network were used to build this system. 

A. Test Software 

  Testing is the process of evaluating a system or its 

component(s) to determine whether or not it meets the 

specified requirements. This activity yields the actual, 

expected, and difference in their outcomes. Simply put, 

testing is the process of running a system to identify any 

gaps, errors, or missing requirements that are contrary to the 

actual desire or requirements [7]. 

When to Automate: Test Automation should be used for the 

following software projects:  

1-  Large and critical projects. 

2- Projects that necessitate testing the same areas on a 

regular basis. 

3-  Requirements that do not change frequently. 

 
Al-Rafidain Journal of Computer Sciences and Mathematics (RJCM) 

 

www.csmj.mosuljournals.com 

about:blank


Al-Rafidain Journal of Computer Sciences and Mathematics (RJCM), Vol. 17, No. 1, 2021 (91-97) 
 

92  

4-  Using many virtual users to access the application 

for load and performance. 

5-  Stable Software in terms of manual testing. 

6-  Time availability is required [7].  

Black box testing and white box testing are the two 

primary methods for testing a program. 

The project source code is not used to create the tests 

when using black box testing. only use software 

specifications. White box testing is a technique where 

tests are made using source code. The evaluation of the 

source code reveals that it behaves well under the hidden 

logic test. black box testing is more efficient with testing 

large code blocks since only the specification must be 

evaluated, whereas white box testing is more focused on 

the inner workings of the program. Black box testing is 

more focused on the specification [8]. 

B. Test Level 
 Software testing consists of several levels starting 

with the acceptance test that evaluates the system in 

relation to the requirements. Then comes the system 

test whose tasks are to evaluate the program in relation 

to the architectural design. Integration test that 

performs system testing and evaluation of the program 

in relation to the design of the subsystem, then comes 

the module test that evaluates order regarding detailed 

design. Finally, unit testing is tested by evaluating 

programs in relation to implementation [9]. 

 

C. Test Oracle 

 A test oracle is a mechanism that can be used to 

determine whether a method output is correct or  

incorrect. Testing is performed by executing the 

method under test with random data and evaluating 

the output with the test oracle [10]. 

An oracle ought to treat these two conditions 

separately: 

1-  If the condition on the initial state does not hold, 

then the program is off the hook: since its 

assumption does not hold, whatever it does must be 

considered correct. 

2- The output condition of the specification is 

checked only if the input condition [11]. 

D.  Regression Test 
Regression testing is described as "the process of 

retesting the modified parts of the software and 

ascertaining that no new errors have been 

introduced into previously tested code.[12] 

Regression testing is used to revalidate software 

modifications. Regression testing is an expensive 

process that involves running test suites to ensure 

that no new errors are introduced into previously 

tested code[13]. There are numerous methods for 

regression testing: 

1- Retest all: A traditional method of regression 

testing is that all tests in the current test suite 

are redone. This is very expensive compared to 

other types of regression tests 

2-  Selection of Regression Tests: is used instead 

of the "retest all" technique because it is less 

expensive. 

3- Prioritization of Test Cases: This regression 

testing approach prioritizes test cases more 

highly in order to improve the rate of fault 

discovery, or how quickly a test suite can 

identify mistakes in the altered program to 

increase reliability. 

4- Hybrid Approach : The fourth regression 

technique is Test Case Prioritization and 

Selection. On this strategy, numerous 

researchers are working and have proposed a 

wide range of algorithms [14].  

II. Related Works:  
1- In 2017, Mark Harman, Shin Yoo, and William B. 

Langdon used search-based learning from open-

source tests to automatically generate precise test 

models. In order to predict whether the program's 

output is accurate enough to be useful, it was 

determined that testing for mutations and n-version 

computing (with the aid of deep learning and other 

computer science methods) is necessary[1].  

2- In 2018, Nermin, Mobyen, and Adnan proposed a 

solution for the test oracle problem using machine 

learning techniques. The system prototype uses 

classification using support vector machines. they 

laid out the necessary procedures for classifying 

multivariate time series. Time-series data can be 

applied to a variety of scientific fields, including 

industry, where signals are derived from sensors, 

biological data, speech, sounds, economics, etc [2]. 

3- In 2018, Alberto Joffe outlined a plan to develop a 

low-cost Oracle testing system that can identify 

bugs that result in non-trivial and semantic issues. 

He presented two methods for developing oracle 

testing: one uses software recursion and the other 

relies on plain-language comments that describe the 

source code of software systems. It introduces a 

method known as cross-validation oracles 

(CCOracles), which employs redundant sequences 

of method calls to encapsulate program recursion 

and produce test oracles automatically [3]. 

4- In 2020, K. Kamaraj, C. Arvind, and K. Srihari 
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proposed a weight-optimized ANN that employs 

stochastic diffusion search to pinpoint the ideal 

weights with a particular fitness function, lowering 

computational time and misclassification rate. 

Automation of the development of test cases and 

test oracles has been the subject of extensive 

research. Among the automated test oracles, the 

artificial neural network (ANN) was heavily 

utilized [4]. 

5- Ke Chen, Yufei, and other researchers presented 

"automating the test oracle" in 2021 to find bugs in 

complex graphics-enhanced applications that don't 

crash. They suggested GLIB, a method for 

improving data based on codes for spotting "GUI 

glitches" in video games. The results show that 

GLIB can detect non-crashing bugs like GUI bugs 

in video games with high precision and recall when 

tested on 20 applications for real-world games [5]. 

6-  In 2020, M. Valueian1, N. Attar, H. Haghighi, and 

M. Vahidi-As proposed an innovative black box 

method for developing automated oracles that can 

be used with low-observability software systems. 

The "Multi ANN Network" artificial neural 

network, which is used in the proposed method, 

trains on the input values and associated pass/fail 

results of the program being tested. application of 

the proposed method to software systems that have 

a lower Observational ability and a higher degree 

of accuracy than the current machine learning 

approach. After running an SUT with each input 

vector, a value has been assigned to each one, 

indicating whether the program was successful or 

unsuccessful[6]. 

7- Ke Chen, Yufei, and other researchers presented 

"automating the test oracle" in 2021 to find bugs in 

complex graphics-enhanced applications that don't 

crash.They suggested GLIB, a method for 

improving data based on codes for spotting "GUI 

glitches" in video games.GLIB was tested on 20 

applications for real-world games, and the results 

show that GLIB has a high level of recall and 

precision when it comes to detecting non-crashing 

bugs like GUI bugs in video games. (Ke Chen, 

Yufei, & etc., 2021) [18]. 

 

III.  Proposed System 
 Intelligent techniques can be used to automate Oracle 

testing for software testing and speed up regression 

testing. In this research, a system design will be 

proposed to implement Oracle testing, which is based on 

software testing by predicting the output of the program 

being tested and comparing it with the results of the 

application under test by calculating the distance. 

between the two results. 

 

 

 

 
Figure I: Overview of the proposed system 

 

 

This system consists of two stages: 

The first stage:   the training stage, which is the stage of 

training the model on the results of the program, and the 

inputs are entered into the application, and the data is entered 

in the model that will be trained using one of the intelligent 

technologies. At the same time, the software output is entered 

into the model that will be trained, as its results will be 

approved for training. Train the model The result of the 

trained model is Oracle's software outcome prediction model 

  

 

 

                   
Figure II : Training stage 

 

The second stage of the proposed system is the evaluation 

stage, in this stage is the software testing stage by predicting 

the model values of the software results and comparing them 

with the results of the application being tested. The 

comparison tool calculates the absolute distance between the 

values of the Oracle model and the results of the software 

under test. All values are between zero and one. 
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Figure III : Evaluation stage 

 

A. Test Cases 

The data that was used in this proposed system is 

randomly generated data that matches the specifications 

of the credit card approval application that will be tested 

using the proposed system. 10,000 samples were 

generated that will be considered credit card users, 

Application requirements and attribute descriptions were 

used to generate the training data used in this study. 

Data details consist of nine attributes The number of 

columns to be created is 9 and their headings will be 

depending on the attributes of the application: (Region, 

Age, Nationality, State, marital status, number of 

dependents, Gender, income class and approved credit). 

This data will be entered into the credit card approval 

algorithm to obtain the approved / not approved results. 

After obtaining these results, the training data set is ready 

to train the Oracle model. 

This data will be entered into the credit card approval 

algorithm to obtain the approved / not approved results. 

After obtaining these results, the data will be pre-

processed by deleting redundant data, after which the 

training data set will be ready to train the Oracle model. 

Below is a table of the types of data that will be generated 

and used in the proposed system. 

 

TABLE I : Attribute Of Data 

 

Name of the feature Data 

Type 

feature Type 

ID number int I 

Citizenship int I 

State int I 

Age int I 

Gender int I 

Region int I 

Income Class int I 

Numberofdependents int I 

Marital status int I 

Credit approved inte O 

Amount int O 

 

 

B. Implementation of the proposed system 

 In this proposed system The credit card approval 

system will be tested , the random forest algorithm 

and convolutional neural network will be used to 

train the model and adopt the highest accuracy 

model to be the approved Oracle system for testing 

and predicting software accuracy. 

The steps of executing the test consist of three main 

steps: generating the test data, applying them to the 

system, and finally reporting the errors. 

Create test data 

The test data will be generated depending on the 

features and requirements of the credit card 

approval system on which the terms of the credit 

card algorithm will be based. The number of 

columns to be generated is 9 and their titles will 

depend on the application attributes: (region, age, 

nationality, state, marital status, number of 

dependents, gender income category, approved 

credit). 

Number of data generated: 10,000 cases Sequential 

identification starts from 500,001 All data columns 

are merged together into one table Data frames will 

be saved in a csv file. This data will be entered into 

the credit card approval system and will be used to 

train the test model. 

 

C. Build the model 
After generating the data, the model will be built and 

trained using the test data with the output values of 

the credit card application, which will be represented 

by (0 or 1), which means 

1: approved 

0: not approved 

  First, the model will be trained with the random 

forest algorithm. A pre-processing will be performed 

on the data set and divided into training data (80% of 

the total data) and test data (20% of the total data). 

After completing the training of the model with the 

random forest algorithm, the test model will be built 

and trained using the neural network. convolutional 

with the same preprocessed data used with the output 

value of the credit card application. 

 

D. comparison tool 
After the model is trained, the credit card application 

will be tested using a comparison tool, which will 

compare the results of the application with the results 

of the model's prediction by calculating the absolute 

distance. 

The root mean square error (RMSE) is used to 

determine the distance between the two values and is 

represented by the following equation: 

      √
 

 
∑ 

 

   

     ̂  
  

Where 
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N : is the number of sample. 

y(i) : is the i-th measurement. 

y   i) is its corresponding prediction. 

 

The comparison tool performs the following actions, 

first of all a threshold value is created, if the network 

prediction and application output match and the 

absolute distance is 0.0, then this means that the 

network prediction matches the program output 

means that both outputs are correct, and if the 

network prediction and application output fall in the 

interval less From the threshold value both outputs 

are likely to be correct, and finally if the network 

prediction and application output lie in the interval 

greater than the threshold value, there will be an 

error in the result. 

 

 

 

 

 

  Type of 

Output 

Period Same 

Threshold < 

RMSE 
● Both correct  

● Both wrong 

Threshold > 

RMSE 
● Model correct 

● Software correct 

 

E. injection errors 

One of the important tests is the mutation test that 

injects errors and the system test to see if the 

program will be able to change the output value or 

will it remain the same. In this proposed system, 

logical errors will be achieved, and a slight change 

will be made to the algorithm of the application that 

will be under test. 

 

 

 

 

 
Figure V : injection errors 

 

V. Result 

After training the model on the random forest algorithm, the 

results were calculated as follows: 

 

 
 

 
Figure VI: confusion matrix of the Random Forest  model 

 

 

1- CNN Training 

 

 

 
Figure VI : CNN model accuracy 

 

 

 

 

 

 

 

 

 

 

Table II: Type Of Output 
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Figure VII :  the confusion matrix of the CNN model 

 

From the results of the training, it was found that the 

accuracy of the random forest algorithm was 100%. 

However, the CNN network has a very high accuracy of 

99%. 

Below is a comparison table showing the previous works 

with the algorithms used and the percentage of accuracy 

obtained. 

 

 

 

Author (s) Address the 

propose 

Algorith

m for  

(classific

ation) 

Accurac

y 

Vanmali, M 

Last, A Kandel 

Using A Neural 

Network In The 

Software Testing 

Process 

ANN 82% 

Nermin 

Imamovic 

Test Oracle 

Automation 

With Machine 

Learning: A 

Feasibility Study 

Support 

Vector 

Machine 

Classific

ation 

92% 

Seyed Reza 

Shahamiri, Wan 

Mohd Nasir 

Wan, and others 

An Automated 

Frameworkfor 

Software Test 

Oracle 

Multinet

work 

98% 

  Proposed 

System-

CNN 

99% 

  Proposed 

System-

RF 

100% 

 

VI. Conclusion 

A system is proposed to test the validity of program results 

through its ability to predict program output. And 

comparing its results with the results of the program under 

test and discovering the different values, and the proposed 

system was able to convert the black box technology test into 

an automatic test and implement the Oracle test 

automatically, the system facilitated the regression test, and 

it was able to implement the mutation test on the credit card 

credit code. This system can be applied to business 

applications or even applications that rely on multiple inputs 

and one output. The proposed system was implemented using 

the convolutional neural network and the random forest 

algorithm, and the random forest algorithm showed an 

accuracy of 100% which is a slight difference from the CNN 

model which was 99%. 
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 الوخص

 

حخضوي دّسة حٍاة حطٌْش البشاهج اخخباس البشاهج كخطْة حاسوت. 

ٌعذ اخخباس اّساكل ضشّسٌاً لخحذٌذ ها إرا كاًج حالت اخخباس هعٌٍت حكشف عي 

خطأ لأى الغشض هي الاخخباس ُْ الخأكذ هي أى الخطبٍك ٌلخضم بوْاصفاحَ. 

الاخخباس إلى اسخِلان الْلج ّالخكلفت ّلذ ٌؤدي إلى أخطاء ٌمع فٍِا ٌؤدي ُزا 

الوخخبش. ٌِذف ُزا البحث إلى حمذٌن ًظام همخشح ٌعخوذ على أحوخت اخخباس 

أّساكل باسخخذام حمٌٍاث ركٍت. حن حذسٌب الٌوْرج باسخخذام خْاسصهٍت الغابت 

زا الٌظام الومخشح أحذ العشْائٍت ّاسخخذام الشبكت العصبٍت الخلافٍفٍت. ٌعخبش ُ

حمٌٍاث الصٌذّق. اخخباس اللْى الأسْد الزي ٌعخوذ على إخشاج الٌظام الزي ٌخن 

 .اخخباسٍ

اخخباس البشهجٍاث اَلً ، اخخباس الطفشاث ، اخخباس  الكلواث الوفخاحٍت:

، الغابت  CNN الصٌذّق الأسْد ، الشبكاث العصبٍت الاصطٌاعٍت ، شبكت

  العشْائٍت.

 

 

 


