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From time to time, we hear in the news about a breach or attack on some well-known
companies as just news, but it is a serious problem because it is the privacy of citizens, their
money in trade and managing their businesses and projects. In this paper, we offer a review of
the honey encryption planner. Honey Encryption is the encryption system that ensures
flexibility versus the brute-force attack through the provision of plain reasonable text, but false
for each key is invalid utilized by a trespasser to decrypt a message, two key areas are open it is
difficult to create a compelling message trap that's perfect enough to deceive the striker even
when he believes that he has the message in its original form.

The next problem, the typo issue, where a valid phony plain text seem to a lawful user when he
accidentally enters the wrong key. Our goal is to have more satisfaction disguised tricks that are
perfect enough to prevent a trespasser from getting the original message, We also need new
security methods because the attackers are looking for new ways to attack the systems, so we
proposed a new way to protect messages and passwords well and difficult to break and take all
the possibilities of attack, including the brute-force, and then the data is hidden in an image with

a public secret key.
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1. INTRODUCTION

Day after day, our life has evolved, and improvements
and facilities are added to it in all life facilities, this progress
there must be a weakness, which is the password that is the
window on our personal life and our private information[1],
but all our lives have become dependent on a number or a
group of letters We choose it and create it so it can be a
guardian of our data and information portal, In this paper,
we will present a review of the honey encryption planner.
The honey algorithm is a cryptographic system that ensures
flexibility versus a brute-force attack [2] by presenting a
reasonable but fake plain text for each void key that an
intruder uses to decrypt a message [3]. Two main keys areas
are the difficulty of creating a persuasive trap message that's
perfect enough to trick convincing the assailant they have
the original message. The next issue, the typo issue, where a

valid trap plain text seems to a lawful user when he
accidentally input's the void key [4].

Our goal is to have more satisfaction disguised tricks
that are good enough to prevent an attacker from getting the
message. We also need new security methods because the
attackers are looking for new ways to attack the systems, so
we proposed a new way to protect messages and passwords
well and difficult to break and take all the possibilities of
attack, including the brute-force, By integrating more than
one method of data security (cryptography and
steganography) to benefit from its advantages and overcome
the disadvantages of each method to improve data security,
which is through by encrypting the message with the
ElGamal algorithm that Taher Al-Jamal invented in 1985 and
used in Public key encryption. Based on the Diffie-Hellman
key exchange principle, this is by a mathematical problem
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called the discrete logarithm problem [5] [6] .

And then the message is encrypted with a password
using the honey algorithm and 100 is generated A honey
word password, when entering the correct password, the
message will be decrypted and the plain text will appear, but
if he entered an incorrect password that is not present in the
Distribution Transform Encoding (DTE) and inverse table,
the password will appear to be incorrect, but if the attacker
entered an incorrect and existing password In the DTE
tables, an incorrect password will appear and an alert will be
sent to the administrator about the existence of a breach in
the user database.

After which all the information of the ElGamal
algorithm (the encrypted message, the public key, and the
private key) and the honey algorithm (all variables and
tables, DTE, inverse table) will be hidden. In the cover
image with a public secret key, that is, if the image is sent
from the sender to the recipient without mentioning any of
the keys or information about encryption, only the location
of the public key is sent to hide the data.

The remainder of the paper is arranged as follows: the
first section explains the type of attack that we responded to
the brute force attack, the second section identifies the
concepts of the honey algorithm and its most important
elements and the third section is for a review of the most
important challenges to the honey algorithm, which is the
production of the honey message and typos, and a
comparison of researchers' suggestions in dealing with
typos, advantages and disadvantages ,the fourth section
conclusions and the fifth section include recommendations.
2. Brute force attack:

It is also known that the brute-force attack is the
strongest type of attack on encryption methods [4], which is
the experience of all possible keys for decryption and also it
is the most popular method for breaking the encrypt [7] and
some cryptanalysis try to use smart methods, for example
trying part of the keys and smart guessing in choosing The
keys to breaking the encrypt , as in dictionary attack and
brute force attack, for example using the most common
words that users use to choose their passwords [8], for
example when breaking the database of RockYou.com,
which is a site that provides services and programs to users
on the social network, it was found that 32 million simple,
clear passwords frequently among users and the most
important 10 words are (123456, 12345, 123456789,
password, iloveyou, princess, rockyou, 12345678, abcl123)
[1] so they are easy to break in this case or try keys from
their personal data, especially when Use their explicit name
or the date of their holidays and events or their phone
numbers, and this information may be available from their
personal pages on social networking sites or their use of
slang words or letters and serial numbers [9].

Therefore, the honey algorithm was introduced in 2014
by (Juels & Ristenpart, 2014b) [10] to be one of the methods
that deter and prevent a brute-force attack from breaking the
encrypt in a way that fools the attacker from using an
invalid password that appears to him to be correct it results

in a fake message and it appears to the cryptanalysis the
encrypt is correct, so the attacker does not know if the
password used to decrypt is correct and when it appeared in
the possibilities that he used to break the encrypt is
successful and he is also unable to distinguish between
correct and fake words[11].

Therefore, we achieved two objectives: non-
discrimination and confidentiality [12] that guessing the foul
for the attacker is similar and gives almost the same or
similar results and looks real, so the attacker is misleading
about the true[1] and also there is a second line of defense
against the attackers, which is that when the database that
contains passwords is broken, more than one word will
appear and when the attacker uses any one From the
honeywords, the attacker system will be converted into an
imaginary system that contains false and fake data to deceive
the attacker [9] for example when using the honey algorithm
in the Social Security number, information can be shown to a
young child or a man who has died [4].

There is an additional advantage of honey encryption
that the use of weak passwords by the user does not have any
fear, harm, or concern about the possibility of breaking the
encrypt by attacking with brute force because honey words
are what works to delude the attacker and enter it into a fake
system and show false data that appears to him to be valid
[4].

3. Honey Encryption Concept

The idea of deceiving attackers is very old and is also
used as a security method, and there is an algorithm that is
not as far away as Kamouflage (Bojinov et al., 2010) [13].
Which is similar to the honey algorithm designed to deceive
the attackers by generating fake messages. The honey
algorithm was proposed by (Juels and Ristenpart 2014b)[9]
that differs from the (Kamouflage) algorithm in that it
contains DTE which is an active component [14] and is the
substrate in the honey encryption algorithm. The main
motive of encrypting honey is confusing the attacker [15],
making it difficult to know when to guess the correct key or
the correct password [16]. In traditional encryption
technology, decrypting the encrypted text using the wrong
key provides the attacker with an invalid message, so the
attacker can find the incorrect keys via a Brute-force attack
[17].

However, if the data is encrypted with honey
encryption, outputting the decryption under the wrong
choices of the attacker will give invalid data that appears
reasonable, thus misleading the attacker. For example, if an
attacker tries to obtain a mobile phone number by making
200 attempts, it will get 200 fake numbers for all 200
attempts. Because each decryption will appear acceptable
like the others, the attacker will not be able in any way to
distinguish between the data Correct and incorrect [18]. The
base honey encryption contains two models for HEnc
encoding and HDec decoding. HE = (HEnc, HDec) [19]. As
shown in the figure (1).
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Figure (1): The Models of The Honey Encryption. [19]
" H is a cryptographic hash function, K is a key, M is a
message, S is a seed, R is a random string, C is a ciphertext,
and < $ denotes uniform random assignment".[14]
the figure (2) shows an example of Soft Drink
Flavors encrypting [16]
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Figure (2) : Example for Encrypting Soft Drink Flavors [16]
3.1. DTE

It is the most important part of the honey encryption
but is considered the core and the hart of the encryption
[14], so its design must be good and efficient enough and its
outputs must be meaningful for the attacker to feel confused
[15] which gives the message space the number from the
seeds of the n-string-bit.

DTE takes into account the probability distribution of
the message space and assigns a corresponding bit stream
ratio to the message. The intuition lies in the fact that all
potential decryptions, regardless of their authenticity, are
associated with some messages, and since the possible
decryptions are mapped via the expected probability
distribution [20], the attacker does not obtain any
information. Creating a DTE suitable for various honey
encryption applications requires an understanding of the
message space distribution. Example of (HE) If an attacker
tries to obtain a credit card number by making 1,000
attempts, he will get 1,000 fake credit card numbers for
every 1,000 attempts. Each reasonable decoding will look
like the other [1]. The attacker has no way to distinguish a
priori and is correct and this is done in two steps

1 - Choose a random set of the seed area
2- Linking this random group of seeds with the
original message [21]

Strawberry = “10”

Message space  Seed space

000
) 001
Cappuccino

010
011 XOR

100 I::} Seed I:> Cipher
Espresso 101
Latte———_[ 110 ] Key
Mocha -""""_FEFF—-_.__ 111

Figure (3) : The seed space for coffee types
encryption.[22]

the figure (3) shows an example of seed space for
coffee types encryption, Cappuccino, Espresso, Latte, and
Mocha are among the coffee message options. These four
messages have been arranged in alphabetical order. Assume
that 4/8 of Sydney residents choose Cappuccino, 2/8 prefer
Espresso, and 1/8 choose Latte and Mocha. A three-digit
space is used as the seed space. [22]

DTE also contains two algorithms DTE = (encoding,
decoding), encoding takes the message as MeM input and
outputs a set of seed and S values from the seed space, the
decoding algorithm takes the SES input message and outputs
the MeEM message and tracks the correctness of the DTE
algorithm. if any MeM is

Pr [decode (encode (M)) =M] =1 [23]

3.2. Inverse table

We first built DTE which consists of two algorithms
(encoding, decoding) using inverse sampling that uses the
cumulative distribution function (CDF) for the encoding
algorithm[24], which is a commonly used mechanism for
transforming regular random variables into variables from
some other distributions[9], and in the decoding algorithm,
inverting the cumulative function should be used, distribution
function (CDF), we used a reverse table because the
cumulative distribution function (CDF) is one-way [25]

3.3. Hashing and salt

As part of the DTE-then encrypt method [26], HE uses
traditional hashing [27] and it is, it's important to define the
fundamental characteristics. for  cryptographic  hash
functions. The hash function is programmed to make
encryption easy, but the decryption is difficult since the hash
function plan the set of maladjusted length bit strings into a
series of bit strings of fixed length [28]. This makes the one-
way features of these functions [29]. SHA-1, SHA-2, SHA-3
and MDb5are examples of hash functions. MD5 has currently
been described as unsafe [30] [31] and SHA-11 conflicts
have been found [31]. conflicts mean that the same outcome
will end up with one's values [32].

The process of saving a basic password hash does not
guarantee the passwords are saved safely [15]. Two of the
benefits of the hashes are also their greatest possible
weakness: they are very small to store and easy to produce.
The alternative to this is to use the 'salting' process which
involves hashing more than just user-accepting passwords. In
the salting process, the hashes are randomized by inserting or
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pre-adjusting a random string called 'Salt' to the password
before hashing. As a consequence, the same password hash
is converted into a slightly new string every time, in this

case, rainbow attack, dictionary attack, and brute force
attack are countered [1].
4. Related work

In [33], A multi-modal biometrics fingerprint and iris are
being used. The biometrics is fused using the gradient
pyramid technique. The fused template is encrypted
using honey encryption. The experimental results show
that the proposed algorithm DWTSVDGOA gives an
NC value of 1, PSNR as 90.75, and SSIM as 0.99. The
performance and the evaluation of the technique are
found to be better than existing image watermarking
techniques.

In [34], using honey encryption for the cryptography
science in communications networks. by proving hacker
a number of fake keys that appears to be original. a
more powerful technique is proposed in this research
paper when used under honey encryption will give
excellent results.

In [35], This paper proposes source encryption and
channel encryption of input data sets to improve the data
security in Wireless Sensor Networks (WSN). It is the
implementation of honey encryption for the information
bits as source encryption and includes Gaussian
Frequency Shift Keying (GFSK) for the honey encrypted
data to perform Frequency Hopping Spread Spectrum
(FHSS) as channel encryption and the output of FHSS is
propagated with the help of Frequency Hopping
Multiple Access (FHMA) in WSN. So, it is impossible
to intrude through channels by the hackers and also there
are no possibilities to detect or decode the information
by Brute force attack because of honey encryption. It
provides dual security to protect the information.

In [36], The authors of this paper have devised a way to
address the problem of data security in Hadoop storage.
The authors created Attribute-Based Honey Encryption,
which combines attribute-based encryption with honey
encryption on Hadoop (ABHE). This method works with
files that have been encoded in HDFS and decoded in
the Mapper. Furthermore, the authors assessed the new
ABHE method by conducting encryption-decryption on
a variety of file sizes and comparing it to current
methods such as AES and AES with OTP. During the
encryption and decryption of data, the ABHE algorithm
exhibits a significant boost in performance.

In [37], The authors of this paper propose a secure
privacy protection migration for data that is outsourced
to the cloud using a honey-encryption cryptographic
algorithm, and we are using migration protocol while
migrating data from the existing server storage system to
the cloud server storage system, which ensures data
integrity and confidentiality.

In [38], The author of this study focuses on plaintexts,
which are non-numeric informational communications.
We need to capture the empirical and contextual aspects

of the language in order to trick the attacker into thinking
the decoy message came from a certain source. That is,
there should be no language distinction between genuine
and fraudulent communications without disclosing the
genuine message's structure.

To tackle this challenge, he uses natural
language processing and extended differential privacy.
To model privacy for text documents, primarily focus
on machine learning approaches such as keyword
extraction, context categorization, bags-of-words, word
embeddings, and transformers for text processing. Then,
using e-differential privacy, demonstrate the security of
this strategy.

In[39], In this research, we design a security technique
based on the notion of honey encryption to protect smart
card password authentication from brute force and denial
of service threats.

In[40], An enhanced honey encryption (HE) strategy is
described in this research for enhancing the security of
instant messaging networks while also confusing the time
and resources of hostile individuals. This study improves
the HE scheme by utilizing natural language processing
techniques to create semantically reasonable but phony
chat messages for the adversary to use during his assaults.
The unique system is resistant to eavesdropping,
according to evaluation results, since an adversary unable
to identify decoy messages from plaintext when
decrypted with an erroneous key.

In[41], The authors introduce GenoGuard, a technology
for enabling excellent genetic data protection. GenoGuard
combines honey encryption (HE), a novel theoretical
paradigm for encryption. As a result, GenoGuard solves
the open topic of applying HE techniques to extremely
non-uniform probability distributions that describe
genetic data sequences. GenoGuard provides an
information-theoretic security guarantee against message
recovery attacks, as well as proving that decryption under
any key will give a believable genome sequence. We also
look at side information assaults. Finally, we propose a
GenoGuard software implementation that is both efficient
and parallelized.

In [42], The honey encryption algorithms are designed
and implemented in this research, and they are applied to
three categories of private data: Chinese identity
numbers, mobile phone numbers, and debit card
passwords. We assess the effectiveness of our system and
provide a solution to the overhead problem. Lessons
learned through the design, implementation, and
evaluation of the honey encryption technique are also
presented.

5. The Challenges of Honey Encryption
5.1- Creating of Honey Messages

first of the problems of honey encryption is to
produce false messages, and that the honey message is
"plain text that looks reasonable but is fake" [10]. And
here, these false messages are called honey terms, as
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researchers called these types of false messages, although
researchers tend to use the term honey message instead.
Honey words were added to be used as decoys before
encrypting honey, present along with the correct message
[2], and thus the attacker was unable to recognize the
correct message even though the honey encryption
involves a delivery encryption method that maps separate
messages instead of storing a bunch of spoofed messages
for each recipient, the Honey word concept is still very
similar [3].

In general, the difficulty with the development of
the honey word is that the honey terms must be identical,
which means that they must be distinct from each other
but identical in such a way that for example, if the correct
message is the SSN, the other honey word may also be
some other social security number, the right word will
not be picked from the honey message category.

In other words, in the context, connotation, and
grammar of the word candy, the words for honey must be
identical. The Social Security number must be real, or it
may be spotted as a fake by the intruder. It is important to
consider the meaning carefully as well. If the SSN
belongs to a company employee, then the SSN cannot
belong to a nineteenth-century small child or a deceased
individual. However, the problem is not with SSNs. For
data with low entropy and simple structure, such as an
SSN, it is simpler to generate honey word than for data
that has a high entropy or lacks any structure (for
example, the actual use of natural-world language such as
emails). Particularly troublesome are data consisting of
human-produced communications, such as emails [12].

and this was seen by many researchers when honey
encryption was introduced: "An estimate of message
distributions across DTEs is as interesting as a natural
language processing problem.” The natural language was
left unresolved as an issue for future research and
remains so today, as a very recent analysis. There is great
entropy or a total lack of structure in the messages
created by humans. However, there were some solution
suggestions, evidently susceptible to the chosen-
ciphertext attack by CCA. The intruder can extract bits of
information from plain text within the CCA [32]. This
contradicts the concept of semantic security, which
means that with minimal resources when accessing the
corresponding cipher script, the attacker cannot acquire
any new information [33], honey encryption can achieve
semantic security with low-entropy messages.

Although the issue was also stated in the Honey
encryption show, previous to the honey encryption with
honey terms, similar problems had occurred. Solution
principles were explored, such as chaffing by tweaking,
chaffing-with-a-passwords model, hybrid generation
approaches, and eventually, the random pick will address
certain issues relating to poor passwords. Honey words
will be fully flat, but this is not enough appropriate for
honey encryption since the message itself varies [2]. For
example, if the user selects the "password123" password,

the random collection does not simply use it as a password

but instead returns the user with a changed version and

stores a series of honey words along with the new

password. The real password that was initially selected by

the user was overlooked. Since the data will change over
the life of the data, this will work, It does not, however,
deal with genetic data. for example, since the real data

must be stored as-is. New categories of data need close

thought and preparation since it is necessary to ensure that
the DTE process operates with the new data safely. That's
what has been found out by many scholars [12]. "In low-
entropy settings such as passwords, RSA keys, PINS

numbers, and credit cards, Honey encryption is built to

work. Expanding it to support other settings usually

requires a detailed DTE architecture”[12].

In [43] The researchers mentioned in the paper, the
message space should be built carefully, otherwise, the
brute-force vulnerability will not be solved well by honey
encryption. While a plain text come by DTE from an
improperly estimated key looks like a properly encrypted
ciphertext, if the message space has not been built neatly,
attackers may use other methods of operation to check
whether the estimated key is wrong. In the case of a cell
phone number, the intruder may call the cell phone
number to verify whether the number is right.

The deciphered identity number does not refer to a
man for the definition of the database in a female
hospital. definition of numbers that belong to 0-to-4-
year-old babies in an e-commerce sector may be less
likely in a report. In a middle school, most pupils
should not be younger than 12 years of age and older
than 19 years of age. This message should not include
any fingerprint that may be utilized by criminals to
identify the rightness of the message when the
decryption process makes a message from the message
space.

In [44 ] his thesis, the researcher proposed an algorithm
to reduce the cost and storage of honey words, because
the current algorithms for generating honey words have a
problem with storage and increased cost. So a proposed
algorithm was created without generating and storing the
individual honey words in a database, then producing two
password files in the server database and the honey
auditor database, and keeping the real password indexing
and hashed passwords in the honey checker folder and the
tables are arranged arbitrarily according to the
registration location the user.

The methods of generating honey words in the
proposed algorithm at least 20 honey words for one real
password, and this number is small because the attacker
will get the result with a few attempts and the message
space cannot accept more than four messages and also
this number is small facilitates the process Breaking the
code because the possibilities are very few, and these
applications depend on symmetric encryption method
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and evenly distributed message spaces This is also a
problem because there is no randomness in the
probability distribution, and only two countermeasures
are applied.

In [9] Researchers have presented a new way to confuse
attackers, the application stores the right password with
multiple sweet words for each account in the database.
so they create several honey words from the user
password for every new account allotment and stored
them in indexes we called honey indexes. And then if a
new person opens a new account, he gets a random index
number for actual passwords and sweet words. In the
folder, we create one password table for all user
accounts. There are two attributes in the table: the first
attribute is the account's daily ID and the second is the
honey index (real password, honey words). It creates a
single password table for all user accounts, and this is a
big problem.

because if the password file is breached, it will
detect all the accounts in the server database, and also it
did not solve the typo problem and did not solve the typo
tolerance problem. And the server is not very secure to
provide security to users due to frequent attacks.

in [2] This paper is considered the origin of the idea of
encoding honey and the basis for the honey word and
suggests many Gen flat (or approximately flat)
generation processes for creating a list of sweet words
and selecting an index of the actual password in this list.
The processes are separated according to whether

password modifications affect the user interface. We
differentiate between the two cases:

The password-change Ul is unchanged by legacy-Ul
procedures. This is arguably the more important situation.
Two legacy-Ul techniques are proposed: chaffing by
tweaking.

The password-change Ul is changed with modified-Ul
procedures to authorize better password/honey word
generation.

Offer attackers an idea of how users write their
passwords. Attackers will then optimize their device
password collection models and design faster algorithms
for cracking passwords.[45] [46]

Honeywords is not a completely adequate solution to user
authentication, Passwords can be replaced with more
secure and convenient authentication methods [47], or
better authentication methods can be introduced. [48][49].

In [6] this paper the researchers proposed the honey
word mechanism operates as follows: The sweet word
list is created utilizing the honey word production
algorithm Gene for each user. This procedure takes enter
as the number of sweet words and outputs both and
password list, where is the right password index (sugar

word). The username and sweet word hashes are stored in
the main server database while being stored in another
honey checker directory. It makes it more difficult to
hack the system as a whole by diversifying the hidden
information in the system that stores password hashes in
one server and in the honey checker, i.e. providing a basic
type of distributed protection. Note that the pair is stored
for each account in the standard password method, while
the is stored in the database for this method.
We point out that if a rigid protocol is followed
when detecting honey words.the system can be
vulnerable to distributed denial-of-service (DoS) attacks
that damage the whole system.
When an adversary steals a file of hashed
passwords, he or she will also use brute-force search to
locate a password whose hash value matches the hash
value saved for a given user's password, enabling the
adversary to impersonate the user.
The researchers did not mention the tolerance of
typos when the user enters the password
5.2- User Typos

The typographical problems that the user may mistake
when entering the password are the most important
challenges and important issues in honey encryption, because
in this case we do not know or distinguish whether he is the
legitimate user or an attacker, in this case, will appear false
data to the legitimate user [40], especially If the password is
strong, that is, it contains letters, numbers and special
characters, the legitimate user may fall into a typo

Where many researchers have mentioned that the
user may mistake typos, is another problem. Typos are also a
concern for the Kamouflage method as a typo has been
identified in the master password in the password store to
trigger an alert in the system and probably any behavior
depending on the tuning [50][51], for example, if the system is
using the password error, it will be blocked The user is from
the fake password, and typos in the password may lead to a
scenario in which the user enters a password that appears
legitimate. The consumer feels perplexed about this scenario
and needs to be approached accordingly as typos are so normal
in practice [52]. And one study found, when they have to enter
passwords 16 to 22 times, 42 percent of users make at least
one misspelling. These cases should not be dealt with the same
way as the circumstances of abuse, as misinformation
provided by DTE will confuse users [53] [4].

The fact that if the key is incorrect, HE creates or
returns bogus results will create issues with frequent users
when they fortuitously mistype the password. For instance, if
honey encryption is used with PBE encrypted password
vaults, and the user mistypes their password, the application
will create a user's fictitious vault, which is not the intended
outcome and is likely to annoy users. Therefore, this situation
has two distinct potential consequences. If, yes, the is a
customer, then there is no question that we give the option of
retyping the password. If he was the intruder, though, we have
to show him the bogus data / give an alert. The question is
how do we grasp what the situation is? This topic has been
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discussed in researchers' papers and they have also offered
some potential responses to it [4] [10].

How to differentiate between an attacker's sheer
guessing of a password and a misspelling is the key issue
with user misspellings? If we can prove that a honey word is
not an entry, As a result, we should be certain that the
database has not been tampered with. We don't know, though,
whether anyone is doing a guessing/brute force. According to
the concept of HE, a false result must be the result of a wrong
entry. Such as credit card numbers, SSN, addresses, maybe,
etc [4] .

The theory is that these misspelled words will not be
present as honey words in the database, so these honey words
will behave much like the actual records. So these sweet
words are also legitimate credit card numbers. If the number
of a credit card is misspelled, we may conclude that an
assault won't occur. However, a bug will be marked and a
warning submitted by Honey checker. This is the reason why
honey words are needed.

The password must be checked against the honey
credentials to figure out whether the database has been
hacked. If your honey word list does not include the
misspelled object, it is most likely misspelled and needless

for alarm. There must, however, be a way to solve this
problem [2] [4] [10] [13] [53].
there are approaches proposed by researchers in this field.
and there are methods suggested by researchers in this field,
as in the Table (1). and this many types of typos for users
[53]
1- Capitalization errors
2- Errors in the first letter
3- Click a key near the intended key
4- Accidentally hit the Caps Lock key
5- Adding letter at the end or beginning of the word
And many user errors [2]:
1- In terms of typographical errors
2- In terms of choosing a weak password
3- Use one password for all their accounts
4- Using personal information to choose a password
5- Use short passwords less than 8 characters' long
It is necessary to identify or take into account the type of
device used by the user when entering passwords, for
example, mobile, personal computer, or otherwise, because
each device has a special keyboard, so errors appear that differ
from one device to another device [53]

Table 1: Definition of the typo-based solution offered by various authors

Authors | Characterization Advantage and Disadvantage

1 53] - A typo-tolerant tester that fits reasonably well with the For the current password-based authentication method, this approach is

current password authentication scheme is introduced in | appropriate because it incorporates a caps lock corrector, a first-case flip

this proposal. corrector, and an additional character at the end corrector to improve usability,
- The plan found out that if the typo-tolerant system was | but this approach is not suitable for dealing with the HE scheme's typo issue.

introduced, at least a minute would have been spared

for 20 percent of consumers.

2 [54] In an offline and online environment, the scheme offered The kind A protocol is simpler to enforce since it needs just a server but the
two forms of typo-safety to cope with numerous typo main downside is that the size of the key is limited and also there is the
problems while also ensuring message recovery in a difficulty of finding typos in certain environments.
traditional HE scheme. kind B is an upgrade over kind A since a user can quickly find typos if he

recollect his pin, but a key point here is that to check his address, the user needs
to recall the pin.

3 [55] - A customizable typo resistant password verification is This thesis is an expansion of existing typo forgiving password programs but is

presented in this plan. not meant to function on typos on a decoy device. It can be changed for HE,
- This thesis suggests a straightforward blacklisting however.

method in which it is forbidden for a limited number of

dangerous typos to be admissible in the typo cache.

4 [4] - rewrite the password - Help the user to retype a second password
- honey checker We give the attacker a bigger chance
- honey word —service - How do we know who the attacker is from the legitimate user

5 [27] - "online verification of plaintexts" - The legitimate user enables not to make a mistake because he will check
- Honey checker directly upon entry and have a clear idea of the structure of the entered data

or dealing with it such as (SSN, E-mail, credit card number)

- Where the user misspells the way that they create a proper credit
card, but not the one they have, online investigation will not mark it as a
misspelling and let it advance

- A honey checker must be used, it will mark an error and send an
alarm. This is the reason why honey words are needed. To find out if the
database has been compromised

- Since the verification service works with structured data, it is not a
practical solution to user typos when the data consists of natural language
passwords, as it is usually limited by length and some ASCII characters.
This makes the online investigation service useful for PBE technologies in
general and even with data with a clear architecture does not offer a
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complete solution.

6 [10] - error-detecting codes - - It helps the user to discover and reduce errors
- checksums, - But it helps to reduce the size of the key area, and therefore it causes
- online verification of plaintexts a security deterioration. Therefore, careful construction and application

must be done

- Fake passwords/honey tokens are suggested to be shared frankness
between password vault apps and providers of services. Applying
debugging codes to regular texts in HE can generate honey tags without
explicit participation.

- Since this technique reduces message space, it degrades protection
marginally and should be used with caution. However, it does provide an
intriguing way to link HE security to online security tests.

7 [13] - Honey tokens without explicit sharing. The bogus passwords/honey tokens were proposed to be directly exchanged
- False passwords/honey tokens are directly between password vault applications and service providers. Honey tags can be
exchanged between password vault apps and service created without explicit involvement by the application of debugging codes to
providers. standard texts in HE. By reducing message space, this method degrades

protection slightly, and it should be implemented with caution. However, it
provides an intriguing comparison of HE security to online security controls.

8 [2] - tail-tweaking methods - When tail-tweaking, it can be beneficial if the password tail is distinct from the
- error-detection code honey word tails, so that a typing error would not convert the password to a

honey word.

- The honey word tails can also be very distinct from one another so that the
password does not stand out like the sweet word that is "the most distinctive"
from the others. Typos can be detected using an error-detection code (as for
ISBN book codes).

- This property enables the identification of a single-digit replacement or a
transposition of two neighboring digits in the tail.

9 [56] - The first suggestion is to add any detail to the - This alternative works best if the PIN is a uniformly random string;
plaintext that is exclusive and verifiable by the patient otherwise, since the PIN is no longer consistent, it will compromise
but useless to the adversary. We propose adding a string protection.
of bits similar to the seed. - By merely signaling that a shown image is familiar, the user can
- -Before encryption, the device should have a pool validate proper decryption.
of N validation images from which the user can select. - With the age of the patient, and if he has a disease on his finger, or if
The validation images do not need to be used in the he works in difficult work or difficult manual work, it may damage the
ciphertext. fingerprint, and thus it may prevent him from entering and verifying the
- is based upon the concealment of a biometric password
template among decoys.

10 | [57] - Each person will create a text using a limited - When a user enters a password, a validation text appears, and the
number of characters that are unrelated to some of the user can check to see whether it is the text he or she entered. Otherwise, the
health attributes of his or her health record. recipient must retype his or her email.

11 | [44] the use of honeywords made up of other people's passwords The user is unable to forget the passwords of other users.

12 | [50] - Type scheme is designed for a conventional - In terms of false-positive score, it has a disadvantage. Even if a user does not
client-server model. make any typos in the password, he or she will see that there are certain typos in
- - Type scheme is designed for an extended the password.
system model with an additional database manager. - Users are burdened by having to memorize side detail in addition to

passwords.

- The type scheme was created with a traditional client-server model in mind.
Even among the schemes, it is the easiest and most efficient.

- The type scheme is intended for a framework model that includes an external
database manager. It solves the first form of accuracy problem. By using
additional side details, it provides high precision in detecting typos (e.g., PIN).

6. Conclusions

After we made a comprehensive survey on the honey
algorithm and mentioned and reviewed the work of
researchers in various fields, it was found that the honey
algorithm has proven its effectiveness against the attack by
brute force and when using the hash functions with it in
building DTE and using salting it becomes stronger and
works to repel other attacks such as rainbow attack and
dictionary attack And other attacks, taking into account the
challenges faced, the most important of which is the
creation of honey words, typos and the quality of DTE
construction, and the honey algorithm can be used or
combined with other algorithms to be stronger and more
effective and to overcome some of the gaps that the honey

algorithm suffers from such as the chosen-ciphertext attack
(CCA). Finding several solutions to overcome typographical
errors among users and highlighting the most important
advantages and disadvantages of each method in detail, and
the most prominent features in the honey algorithm that:

1. Verify valid password authentication

2. Achieve data integrity in the valid password

3. Used for PIN, RSA, PW

4. Needsto:

1) The best way to produce honey words

2)  How to build an optimization of DTE?

3) What is the formula for calculating a message's
probability?
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4) How can you be confident that the perpetrator
won't be able to tell the difference between a false and a true
message?

7.Recommendations

A new encryption method has been system
proposed to improve security by integrating cryptography
mechanisms and data steganography mechanisms in an
effective way to repel some of the most powerful types of
attacks such as brute force attack, dictionary attack, and
rainbow attack by designing and implementing a new
approach.

7.1 Design the Proposed System

The proposed system as shown in figure (4), is
divided into two main parts: the first part is the encryption
and hiding of the message (data) and the second part is to
decrypt and extracting the message (data)

" Encryption

e g et g ST sy

.
General
S« s * U + B < Da -

-:::i::{ Decryption | H

Figure (4): the Design of the Proposed System
7.2 The Flowchart for The Proposed System

the following flowchart in figure (5), shows the
steps, operation of the system, and the stages
Implementation

start
Enter The Message
ElGamal Encryption
Generation Private Key & Public Key For Sender & Receiver
Encrypted The Message
| Haney Encryptian |
Enter The Password
I Encrypted The Message By The Password ‘
| constructing DTE & Password To Seed Table \
| Generation Random Number From Cover Image Size To Location Pixel
Generation (100) Honey Word From Original Password |
HASH (Honey Word)
Cipher = XOR (SEED with HASH) |
| steganography |
Select The Cover Image ‘
Enter The General Key For Hide Data
Merge All Data (Elgamal Algorithm & Honey Algarithm) in One String

| canver + All Data & General Key To Binary System |

‘ XOR (Key With All Data) ‘
Hide data in cover image by LSB method using RGB colar
Send The Image

Figure (5) : The Flowehart of The Proposed System
( End

7.3 Algorithm of the Proposed system
1. Input the massage (msg)
2. Letq=random (1024, 2048) , Let g = random (2,

)

3. Generation the Private key for sender k =
gen_key(q)

4. Generation Public key receiver h = power (g, key,
q)

Generation masking key s = power (h, k, q)
Encryption the massage c=msg*s
Input the password (userpass)
ps=The sum of the lengths of all the parameters
Generation ri random (imgsiz([0]*imgsiz[1],ps)
0. While lop <100 for 100 honey word
a. Foriinrange (Ien(userpass))
b. Honeyword[lop]=Userpass[i].random (a-
z) or (A-Z) or (0-9) or Special characters
c. Hash(honeyword[lop])
d. Nexti
11. Loop while
12. Cipher= trueseed XOR honeytohash[userpass]
13. Input the stego-key (master key)
14. Input the name of the resulting image file with the
Extension
15. Keyrep=Repeat the stego-key to length message
16. secret_message= merge(all
data(p,key,q,honeytohash, cipher...etc)
17. bin_sec_msg = messageToBinary(secret_message)
18. kbin=messageToBinary(keyrep)
19. bin_xor = bin_sec_msg XOR kbin
20. for pixel in image
21. (r,g,b)= message to binary (pixel)
22. Pixel[7]= bin_xor[i]
23. Next pixel
7.4 Resources for Proposed Method
To implement the proposed methods in this paper,
Python 3.7 and using compiler Spyder (anaconda3) was
used as a tool for programming language. A Windows10-
based intel (R) Core i5 gen 1 processor (2.53 GHz) and
system type 64-bit operating system. A laptop with 8
Gigabyte RAM has been used to perform all the
experiments reported in this paper.
7.5 System Implementation
To evaluate the system, examine its performance, study
its feasibility, and compare it with previous research, the
system must first be implemented and data entered for all
stages of the system.
A. ElGamal Encryption Parameter as shown in the
figure (6):

B ©o~No G
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Allame! Encryption

Massage encrypted 75300 69630 69650 69000 22080 71760 69690 74520 77280

Figure (6) : first stage, the EIGamal Encryption
B. Honey encryption as shown in Table (2) and
Figure (7):
Table (2): The Honey Word

1 [ AsD800=)" |21 ] asd6842_ [ 41| ASD266->7 | 61 | aSd162 (% | 81 | ASDS32(@?
2 [ ASAI267)5 |22 | aSd381%=" |42 | asD266<)@ | 62 | Asdl83<5? | 82 | AsDd2d<?-
3 | aSD569\<? |23 | Asd192>!S |43 | aSDI25!=§ | 63 asD452>)$ 83 | Asd862_-<
4 | asDOI2)>& |24 | ASD248>04/ | 44 | AsD3I0@*" | 64 | ASD404%<& | 84 | asd92i=)=
5 asD703\-* |25 | aSDBG7(¥@ |45 | asd774%4( 63 aSd635&>@ 85 | AsD610@!<
6 26 | AsD143!>@ | 46 | AsD481#*& | 66 | aSd635&>@ 86 asD987/(/
7 | asD320\<= |27 | AsD730= |47 | @Sd622(/ | 67 | aSd937 | §7 | Asd207= &

"8 | aSD706<#% | 28 | {asd626@$= | 48 | aSd1338%< | 68 | asdl43-#& | 88 | aSDS21/7<
9 | AsD210)_ |29 | ASD0G6/ (49| asD177))l | 69 | ASD793-75 | 89 | asd3zos#"
10 | Asd775>8! |30 | asd123!@# |50 | Asd638%@ | 70 aSd499*\3 90 | asD714)§<

Asd419=?_ |31 | aSd210)?- |51 | Asd358&\§ | 71 asD181(@# 91

12 | AsD325%7% | 32 | Asd548%2 |52 aSD737=l- | 72 | asD421% | 02
13 | AsD259*% |33 | Asd24971& |53 | asD529"=/ 73 Asdo 14(@" 93
14 | asd600/=_ |34 | aSd921>@_ | 54 | ASd543>$" | 74 Asd5287=\ 94 | asSd484!'\@
15 | aSD615\<> | 35 asd857(\_ 55 | asD840%?( | 75 asSD873\## 95 | ASd454 <>
16 | ASd813=2\\ |36 | aSD757"# |56 | ASD605@"™> | 76 ASD941? / 96 | AsD540V\@
17 | asd054(-$ |37 | aSD268 7/ |57 | Asdl00™? | 77 | AsD393"#& | 97 | aSD584&#<
18 | AsD9577\_ |38 | Asd604@S$# | 58 | Asd0782(> | 78 | ASDST4@_) 98 | AsD215-"-
19 | Asd705%%" | 39 | asD631%)\ | 59 | AsD424<?- | 79 ASD0472)) 99 | Asd341%<?
20 | Asd965\(- |40 | asD5657%# |60 | Asd95274S | 80 aSD122(%( 100 | aSd789&-%
Heney Encryption ----
Enter Password asdl23l@e
a5D394-!( asDl23"!) B
{a5da63?) &}
Honey word {B5D137*>»§}
L5d39845@ L=sd4007%?
asD184'#& asD594:%! |-
Honey Encryptien
Figure (7): second stage, the Honey encryption
C. Steganography , as shown in figure (8)
1 Select Image Enc encoding deceding Select Image Dec
Enter ey enc Enter File Name Key + Seed Enter bey dec the ey is:
computer testpng computer3192

Al-Jamel Encryption Sender

Input Your Message need help output Your Message
praivie key 1 private key
public key 103 public key

Procesing...

Maximum bytes to encode: 98304

Figure (8): third stage, the Steganography
7.6 System Evaluation

In order to know the efficiency of the proposed
system, the outputs and mechanisms used in the success of
the desired goal in this paper must be examined, so both
the steganography and cryptography were taken
separately, and evaluation measures such as (PNSR, MSE,
HISTOGRAM, SSIM) were discussed and compared with
previous work regarding Hiding data and NIST metrics for
encryption
7.6.1 Evaluation Cryptography

In this section, the evaluation of cryptography

according to the NIST standards, the examination of 10
standards in the proposed system, and the achievement of

10

the objectives of the paper will be discussed

e NIST Test

The standard Statistical test NIST applied on the results
in text, private key, the public key for sender and receiver.
Two types of Frequency tests, that count the number of
ones in the key-stream, run test that depends on the run
length of ones and zeros, The Discrete Fourier Transform
(DFT) Test, The Non-overlapping Template Matching
(partition block) Test, The Approximate Entropy Test, and
The Cumulative Sums (forward, reverse) Test. All four
keys and message of encrypted tests passed the tests
(Success) and P-Value was presented in table (3)

Table (3): NIST test for EIGamal encrypted

P-Value
Public Public
NIST Prvate Key| EKey |PnvateKey| EKey The
Sender Recipient -
Sender P Pecipient Lz
047050 | 0.68300 | 028882 | 047950 | 0.74307
1.] Fregquency Test
SUCCESS [SUCCESS] SUCCESS |SUCCESS|SUCCESS
| Frequency Tt 047050 | 0.68300 | 028882 | 047950 | 083068
(partition block) FSTCCESS [SUCCESS] SUCCESS |SUCCESSSUCCESS
065346 | 0.43072 | 023669 | 092845 | 063013
3. Foumns Test
SUCCESS [SUCCESS] SUCCESS |SUCCESS|SUCCESS
0.40806 | 0.29806 | 049896 | 049896 | 049896
4] senaltest
SUCCESS [SUCCESS] SUCCESS |SUCCESS|SUCCESS
0.74360 | 0.45368 | 0.74360 | 0.74360 | 0.03935
5. DFT Test
SUCCESS [SUCCESS] SUCCESS |SUCCESS|SUCCESS
Non-overlapping | 0.99989 | 0.99895 | 0.99998 | 0.09899 | 0.99869
6.] Template Matching
Test SUCCESS [SUCCESS] SUCCESS [sUccESS|sUCCESS
| opesinae 10 10 10 10 10
Entropy Test  [S(CCESS [SUCCESS] SUCCESS |SUCCESSJSUCCESS
. | Comtative Suns | 057549 | 080701 [T031457 | 057545 | 0799%0
Test (forward)  FerecESS [EUCCESS| SUCCESS [SUCCESS|SUCCESS
| Comettive Sums 0.89202 | 0.8070L | 057549 | 089202 | 099254
Test (reverse)  I'SUCCESS [SUCCESS| SUCCESS [SUCCESSISUCCESS
1 Longest Fun of 0.36099
Ones in a Block B B B SUCCESS

7.6.2 Histogram analysis:

By applying a histogram analysis, the accuracy of
images could be visually noted. We embedded all data
(6240-byte for data such as ElGamal algorithm, Honey
algorithm, Master Key) in each of the images in this test,
then applied the histogram statistical analysis to get the
histograms for all images before encryption and their
corresponding image after encryption.as shown in table
4).

Table (4): Histogram for all images (after, before)
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Table (5) PSNR, MSE compare with proposed system Hor Ve e Die Rt VeI Dis I o Rvec T RDie
Tex{ oo Pepper Lena Animal 1000 09734 0.9615 09287 09716 0.9696 | 0.9363  0.0018  0.0081 0.0076
(kB) IPSNR(dB) MSE | PSNR(dB) | MSE | PSNR(dB) | MSE 1024 0.9728 0.9660 0.9389  0.9693  0.9568 0.9430  0.0035 0.0092 0.0041
. P;;gt‘;fld 65.1516 0.02001| 77.1771 |0.00502| 89.1127 |0.00128 2012 09702 09685 0.9425 09715 09678 09338  0.0013 0.0007 0.0087
[58] 60.883 [0.07543] 66.960 |0.01667| 73.063 [0.00405 2024 09743 09633 09452 09712 09627 09365  0.0031 0.0006 0.0087
) PZ;IS’:;S;" 62.0701 10.04068 74.0754 |0.01025| 86.0960 |0.00258 2048 09739 09719 09481  0.9727 0.9623 | 0.9396  0.0012  0.0096 0.0085
[58] 57.985 |0.14986] 64.009 0.03317 70.109 0.00820 4096  0.9692 0.9742 0.9403 0.9731 0.9648 0.9393 0.0039 0.0094  0.001
proposed | <o o121 0e30sl 710164 0.02074| $3.0353 |0.00522 6240 09679 09644 09410 09753 09651 09414  0.0074 0.0007 0.0004
4 Sy[S:;;n 51996 ozo7ed s1078 Toosaozl 618 Toolsee 8192 09721 09681 09491 09718 09680 09310  0.0003 0.0001 0.0181
16384 09742 09656 | 0.9482  0.9715 0.9616 09436  0.0027 0.004 | 0.0046
. P:;E&ﬁ" 55.9520 (0.16644| 67.9774 [0.04176| 80.0205 |0.01045 I
[58] 51.930 [0.60484] 58.040 [0.12784] 64.105 [0.03171
e I [ e Tl Iy p—_ [y— 1. Do not use the keys for the hash function in the
T 5w im0 ol sioer Tooeis encryption because that will complicate the issue to

7.6.4 Correlation analysis
Table (6): correlation coefficients for image (animal
1024*1024)

Correlation Coefficients

Byte

Correlation Coefficients

(Ori,
Horz
0.9967
0.9973
0.9972
0.9976
0.9969
0.9978
0.9969
0.9974
0.9974
0.9973

ginal Image)

Vert Dig
0.9968 0.9943
0.9972 0.9934
0.9977 0.9927
0.9969 0.9943
0.9972 0.9935
0.9973 0.9942
0.9973 0.9937
0.9972  0.9931
0.9970 @ 0.9934
0.9969  0.9937

(Our)

I Iorz] Vert

0.9974 | 0.9970
0.9975 | 0.9973
0.9974 | 0.9973
0.9980 | 0.9969
0.9968 | 0.9969
0.9973 | 0.9972
0.9969 | 0.9969
0.9975 @ 0.9972
0.9973 | 0.9976
0.9974 | 0.9969

Dig
0.9936
0.9948
0.9945
0.9941
0.9939
0.9936
0.9944
0.9941
0.9928
0.9928

Different

Horz Vert Dig

0.0007 | 0.0002 @ 0.0007
0.0002 ' 0.0001 0.0014
0.0002 | 0.0004 0.0018
0.0004 = 0.0000 0.0002
0.0001 | 0.0003 = 0.0004

0.0005 = 0.0001 0.0006

0.0000 | 0.0004 @ 0.0007
0.0001 ' 0.0000 0.0010

0.0001 | 0.0006 @ 0.0006
0.0001 = 0.0000 0.0009

Table (7): correlation coefficients for image (peppers
256*256)
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the user by using additional keys that we do not
need
2. We encoded the Seed with the hash function after
adding "salt" to it to be strong to repel brute force
attack, rainbow attack, and dictionary attack.

7.6.5 SSIM Test

Table (8): SSIM test for all images

Animal Baboon Lena Peppers

Byte (1024x1024) | (499%x499) | (512X512) | (256 x254)

840 o 0.9999998 0.9999962 0.9999992
1,000 0.9999996 - 0.9999927 | 0.9999888
1,024 0.9995999 o - 0.9999878
1.648 - 0.9999982 0.9999615 0.8999865
2,012 0.9999943 o 0.9999448 0.9998867
2,024 0.9995941 - 0.9999441 0.9998859
2,048 0.9999938 o 0.9999426 0.0998827
2,547 - 0.9999960 0.9999171 0.0999821
3,396 o 0.9999936 0.9998743 0.9999686
4,006 0.9995582 - 0.9998385 0.9996061
4,287 o 0.9999912 0.9998286 0.9999428
6,240 0.9995167 0.9999851 0.9997270 0.69993498
8,192 0.9998791 o 0.9996315 0.8991722
16,384 0.9997262 - 0.9992997 0.8991722
32,768 | 0.9994481 = 0.9987354 -
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